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We have had a wake up call recently with the conviction of the prominent accounting firm of Arthur Andersen for obstruction of justice.  The conviction was a result of the massive destruction by Andersen employees of documents related to their audits of Enron, ostensibly pursuant to Andersen’s document retention policy (“DRP”)!

Have you ever wondered if you could destroy certain patient records, billing records, contracts and other business records?  Do you know how long you must keep records under the law? Have you ever received a subpoena or litigation discovery request and not known how to go about responding? What do you do to organize your employees’  e-mail or your electronic records?

There are laws and rules governing the handling of both paper and electronic documents and records and severe penalties for non-compliance.  Courts frown on the destruction of documents that is done haphazardly or pre-litigation.  Documents and electronic data should be managed, archived or destroyed only pursuant to a written DRP that takes into consideration applicable laws and what is reasonable for your business. The Andersen case is a case study in what not to do!  

The problem for Andersen began in the summer and fall of 2001, when a series of significant developments led to Andersen’s foreseeing imminent civil litigation against, and government investigations of, Enron and Andersen. Although Andersen had not yet received a subpoena for records, the government proved that Andersen intentionally destroyed documents while on notice of a federal investigation by the Securities and Exchange Commission.  Neither did the jury allow the company to distance itself from the scandal by claiming that the document destruction was done by some employees without the knowledge or support of top-level management. Several executives personally plead guilty to charges of obstruction of justice and testified for the government.
Despite Andersen, there is nothing suspect about having an effective document retention (and destruction) policy.  It serves at least 3 legitimate goals: 1) saves valuable computer and physical storage space; 2) reduces the volume of stored documents and data, making it easier to retrieve something when you need it; and 3) reduces the likelihood that someone on a subpoena fishing expedition will dig up something to use against you! All 3 of those goals are proper and legal! 
It is important that an official DRP, if instituted, be followed consistently and that the policy not be instituted or enforced in bad faith.  The main reason public policy permits a company to destroy documents under a DRP is the financial burden of retaining and storing documents indefinitely.  

There are good reasons to keep business records and documents, such as to reference back and to verify what actions were taken.  There are also good reasons to destroy business records and documents, such as e-mail.  E-mail can become a liability if inappropriate or if it is kept beyond its useful life.  E-mail and other electronic documents MUST be included in any effective DRP to provide full protection to the business.


The six most important reasons why an organization should implement a document retention policy are: 1) to comply with legal duties and requirements, either statutory or regulatory; 2) to avoid liability through “spoliation,” the improper destruction or alteration of documents in a litigation situation; 3) to support or oppose a position in an investigation or litigation; 4) to protect from unnecessary expense and time during discovery; 5) to maintain control over discovery and e-discovery, and 6) to keep documents confidential and avoid leakage to attackers or competitors. 

Health care organizations are subject to multiple legal requirements to retain documents—in state laws (e.g., Florida’s Medical Practice Act), in federal laws (e.g., Medicare and Medicaid laws), in accreditation body requirements (e.g., JCAHO, AAAHC), just to name a few.  If there is no express statutory or regulatory length of time for which a document should be kept, it is generally a good rule of thumb to retain the documents to cover either the audit period for that type of document or for the period of the statute of limitations for that area of law, and always the longer of the two.  For example, while Florida law requires a physician to retain patient records for 5 years, the medical malpractice statute of limitations may be 2 years after the age a patient reaches adulthood and Medicare or Medicaid may audit medical records for 6 or more years.  Records should be maintained for the longest of these time periods to safeguard the physician or clinic. You must check the laws of all of the state(s) in which you do business, in addition to checking the requirements of federal laws.  Not only are corporations liable for not complying with federal statutes and rules, but also an individual, such as the CEO of an organization, may be financially and criminally responsible for document destruction.  


There is no single DRP that works for all companies. It is important to keep in mind that a policy that is obviously designed to destroy evidence will not survive judicial scrutiny.  Courts are moving toward a “reasonableness” standard in determining whether a policy will be deemed acceptable or not.  What is reasonable for one company may be unreasonable for another in light of the facts and circumstances surrounding the document; whether lawsuits have been filed (or investigations commenced) concerning matters described in the documents, and the frequency and severity of the legal issues concerning the documents.  Courts view document destruction made outside a valid DRP with suspicion. Courts are especially suspicious when the corporation destroys only damaging documents. All routine destruction of records, including electronic records, under an organization’s DRP must cease immediately if litigation or a government investigation is commenced, threatened, or anticipated. To prevent these problems associated with the destruction of documents, lawyers must play a fundamental role in the development of a company’s DRP. 

Electronic Date and E-Mail:

With the emergence of computers and e-mail as a primary means of communication, handling electronic data and e-mail has emerged to the forefront of DRPs.   An even newer phenomenon and faster growing Internet application is instant messaging.  It may have started with teenagers “chatting” online, but now has matured into a business application that brings security and legal concerns with it, like e-mail!  Without proper management of documents, instant and e-mail messages, the corporate computer becomes an easy target for an opponent searching for “smoking guns” during e-discovery.  The existence of both legal and technical issues requires that in-house counsel and information systems departments be involved in the management of the DRP for electronic information.

One issue to consider is the fact that electronic information can be stored longer than paper documents simply because electronic information takes up less space.  Although this area of the law is unclear, as the reasonableness standard continues to develop, it stands to reason that the fact that electronic information is so easy to store will be taken into account by any court determining the validity of a DRP.  Data exists in a number of locations and companies need to be in a position to handle it.  For example, many DRPs call for daily, weekly, or monthly backup of computer files.  Not only are the files on tape, but also they may still exist on the computer’s hard drive, in a temporary computer folder, a floppy disk, a network drive, or on portable devices.  In addition, most people do not realize that deleting files does not really mean delete!  Deleted messages can be found even after they have been deleted through a variety of ways including backup tapes and studying metadata.  Also, if a message or an e-mail is forwarded, the forwarded e-mail may not be deleted and can have information linking it back to the sender. 

Having an effective e-mail and electronic document retention policy can save the company money and avoid liability.  Some general tips for an effective electronic document and e-mail policy include: 1) involve the information technology department and legal counsel in the drafting, revising and enforcement decisions; 2) teach and instruct employees on how to handle and manage e-mail; 3) require that employees use company infrastructure for business purposes only and create a policy prohibiting or restricting the use of private e-mail.  Private e-mail can put an organization in danger if e-mails are offensive, discriminatory, or deal with sexual harassment.

Remember, once upon a time there was a very large, prosperous company called Arthur Andersen that destroyed some documents …………. !
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